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Megmeet Product Security Vulnerability Report Template
	Document number
	PSIRT-VR-A01

	Revision
	A01

	Submit the mailbox
	psirt@megmeet.com

	Applicable objects
	Customers, end users, security researchers and partners



Fill in the instructions:To facilitate the timely identification, analysis and handling of potential product cybersecurity vulnerabilities at Megmeet Electric, please provide the following information as far as possible. Items that cannot be confirmed or temporarily unavailable can be filled in with "Unknown" or "Not applicable".Do not submit sensitive information unrelated to the vulnerability analysis.
1. Information about the reporter
	name/name
	

	Units/organizations
	

	contact email
	

	phone number (optional)
	

	I would like to be anonymous.
	□ Yes □ No

	Agree to further contact with this vulnerability
	□ Yes □ No


2. Information on affected products
	Product Name
	

	Product Model
	

	Hardware version
	

	Software/firmware version
	

	Affected components or modules
	

	Other relevant versions
	


3. Basic information about the vulnerability
	Vulnerability name/title
	

	Vulnerability discovery time
	

	Type of vulnerability (as known)
	

	CVE number (if existing)
	

	CWE number (as known)
	

	CVSS score/veort (if evaluated)
	


Vulnerability Description
Please describe the vulnerability, the conditions of production and related technical information:
	





Vulnerability Resessing Method
As far as possible, please provide resurrecess steps, trigger conditions, test environment and necessary configuration:
	





proof of concept (poC)
If you have, please provide PoC code, commands, messages, logs, screenshots, videos or other supporting materials as attachments.
	





4. Impact of vulnerabilities
Please indicate the possible impact of the successful exploitation of the vulnerability, such as the confidentiality, integrity, availability and related business of the product or system:
	





Whether the vulnerability has been found to have been actually exploited: □ No □ Yes □ Not sure
If you choose "Yes", please provide relevant evidence or state:
	




5. Vulnerability disclosure
	Whether the vulnerability has been disclosed
	No □ Yes

	public information/links (if any)
	

	Whether it has been reported to other organizations, vendors or vulnerability coordinating bodies
	No □ Yes

	Related instructions (if any)
	

	plans for public disclosure
	□ No □ Yes □ Not yet determined

	Estimated disclosure time and description (if any)
	


6 Recommended measures and other information
If there are suggestions for vulnerability repair, temporary mitigation measures or risk reduction measures, please fill in:
	




Other information that helps with vulnerability analysis and processing:
	




7 List of Annexes
PoC code or test scripts, log/informs/package files, screenshots or videos, test environments and configuration instructions can be provided with this report, as well as information that helps with vulnerability confirmation and recovery.
	Annex 1
	

	Annex 2
	

	Annex 3
	

	Other
	


8. Method of submission
Submit the mailbox:psirt@megmeet.com
The e-mail topic is recommended:[Full Report] Product Name/Model + Vulnerability Brief Description
After receiving the report, MEGMEET Electrical will register, confirm, analyze, risk assessment and follow-up according to the product cybersecurity management process, and maintain necessary communication with the reporter according to the progress of problem handling.
9. Confirmation by the reporter
I confirm that the above information is based on the current situation and agree with the use of the information provided in this report for the purpose of vulnerability confirmation, analysis and disposal.
	Reporter/signature (optional)
	

	Date
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